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= aE The introduction of new power terminals has improved the efficiency of the new power
system, but it has also brought new risks. It is important to research ways to prevent cloud
Scival =2 resources from unauthorized access by these terminals. To address this issue, an access
oz control scheme was proposed based on Ciphertext-Policy Attribute-Based Encryption
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(CPABE) technology, which can encrypt cloud resource information and make access control
fine-grained. We also combine the SM9 algorithm to reduce the key management burden of
traditional CPABE technology and introduce a zero-trust mechanism to provide a higher
level of security protection for the subsequent access control process of the terminal.
Additionally, we prove the correctness and analysis of the attack, which can be resisted by
the proposed scheme, demonstrating its feasibility and security. Finally, a comparison was
made between our scheme and other CPABE schemes. Our scheme is proven to perform
better in performance. © Published under licence by 10P Publishing Ltd.

E3IKEF v

Scival 58 © v

E=HEFE v

=k (14) LRESRIEAES

L1 =3F SH @i EBEFERYE FEE2IPDF GlEHRE

01 GuoQ,Ly,Y.

Key Technologies and Prospects of Modeling and Simulation of New Power
System

(2022) Dianli Xitong Zidonghua/Automation of Electric Power Systems, 46 (10), pp. 18-32. #
S|FE 14 IR
http://www.aeps-info.com/aeps/ch/index.aspx

doi: 10.7500/AEPS20220227007

View at Publisher

[ 2 Zhou, |., Zhang, X., Shao, L., Ying, H.

Challenges and Prospects of Cyber Security Protection for New Power
System

(2023) Dianli Xitong Zidonghua/Automation of Electric Power Systems, 17 (8), pp. 15 24. #5|
FH 22X

http://www.aeps-info.com/aepsen/article/abstract/20220627002 3st=article_issue

doi: 10.7500/AEPS20220627002

View at Publisher

Wang, W., Yu, T., Huang, Y., Han, Y., Liu, D., Shen, Y.

The situation and suggestions of the new energy power system under the
background of carbon reduction n China FEGAEY)

(2021) Energy Reports, 7, pp. 1477-1484. #5153 13 XK.
http:/fwww.journals.elsevier.com/energy-reports/

doi: 10.1016/j.egyr.2021.09.095

View at Publisher

Zhang, Y., Zhu, T., Guo, R., Xu, 5., Cui, H., Cao, J.

Multi-Keyword Searchable and Verifiable Attribute-Based Encryption over
Cloud Data

(2023) IEEE Transactions on Cloud Computing, 11 (1), pp. 971-983. #5 | 7 JX.
http://ieeexplore.iece.org/xpl/Recentlssue.jsp?punumber=6245519
doi: 10.1109/TCC.2021.3119407

View at Publisher

] 5 Wang, 5., Zhou, )., Liu, J.K., Yu, )., Chen, ]., Xie, W.

An Efhcient File Hierarchy Attribute-Based Encryption Scheme in Cloud
Computing FRGRE)

(2016) IEEE Transactions on Information Forensics and Security, 11 (6), pp. 1265-1277. 55| H
227 IR,

http://www.ieee.org/products/onlinepubs/news/0705_02.htm|#5

doi: 10.1109/TIF5.2016.2523941

View at Publisher

[] 6 Wang, 5., Liang, K., Liu, |.K., Chen, |., Yu, ]., Xie, W.

Attribute-Based Data Sharing Scheme Revisited in Cloud Computing
(FFRGEREN)

(20186) IEEE Transactions on Information Forensics and Security, 11 (8), art. no. 7448433, pp.
1661-1673. #5 3 130 JX.

http://www.ieee.org/products/onlinepubs/news/0705_02.htm|#5

doi: 10.1109/TIFS5.2016.2549004

View at Publisher

L1 7 Ji, H., Zhang, H., Shao, L., He, D., Luo, M.

An efhcient attribute-based encryption scheme based on SM9 encryption
algorithm for dispatching and control cloud

(2021) Connection Science, 33 (4), pp. 1094-1115. #75|H 14 IX.
http://www.tandfonline.com/toc/ccos20/current

doi: 10.1080/09540091.2020.1858757

View at Publisher

Wu, X
(2022) 4th International Conference on Robotics Intelligent Control and Artificial

Intelligence, 16, p. 8.
2022

(1 9 Lai, )., Huang, X., He, D., Wu, W.

Provably Secure Online/Offline Identity-Based Signature Scheme Based on
SM9 (FFAGEE)

(2022) Computer Journal, 65 (7), pp. 1692-1701. #Z5 | 2 iX.
https://academic.oup.com/comjnlfissue

doi: 10.1093/comjnl/bxab009

View at Publisher

] 10 Yogesh Deshmukh, |., Yadav, S.K., Bhandari, G.M.

Attribute-Based encryption mechanism with Privacy-Preserving approach in
cloud computing

(2023) Materials Today: Proceedings, Part 3 80, pp. 1786-1791.
https://www.sciencedirect.com/journal/materials-today-proceedings

doi: 10.1016/j.matpr.2021.05.609

View at Publisher

[0 11 Qin, B.-D., Zhang, B.-X., Bai, X.

Mediated SM9 Identity-Based Encryption Algorithm

(2022) fisuanji Xuebao/Chinese Journal of Computers, 45 (2), pp. 412-426. 35 | 3 JX.

http://cjc.ict.ac.cnf
doi: 10.11897/5P.].1016.2022.00412

View at Publisher

[] 12

Kerman, A, Borchert, O, Rose, S
(2020) National Institute of Standards and Technology, p. 17. #{5 | 14 iX.

L1 13 Jiang,Y., Susilo, W., Mu, Y., Guo, F.

Ciphertext-policy attribute-based encryption against key-delegation abuse
in fog computing

(2018) Future Generation Computer Systems, Part 2 78, pp. 720-729. #55|F 95 K.
doi: 10.1016/j.future.2017.01.026

View at Publisher

[] 14 Alrawais, A., Alhothaily, A., Hu, C., Xing, X., Cheng, X.

An Attribute-Based Encryption Scheme to Secure Fog Communications
(2017) IEEE Access, 5, art. no. 7932452, pp. 9131-9138. #5|H 115 2%,

http://ieeexplore.ieee.org/xpl/Recentlssue.jsp?punumber=6287639
doi: 10.1109/ACCESS.2017.2705076

View at Publisher

© Copyright 2023 Elsevier B.V,, All rights reserved.

SciVal 7 @ A

0 BEAS | B

BILETE Scopus H#5 | FRRTERIF::

=55 |IEA

HEFSCER

An improved Ciphertext-Policy Attribute-
Based Encryption scheme in power cloud
access control

Li, Y. , Zhang, P. , Wang, B.
(2018) Applied Sciences (Switzerland)

An efficient attribute-based encryption
scheme based on SM9 encryption
algorithm for dispatching and control
cloud

Ji, H., Zhang, H. , Shao, L.

(2021} Connection Science

To provide a secured access control
using combined hybrid key-ciphertext
attribute based encryption (KC-ABE)

Sangeetha, M. , Vijayakarthik, P.

(2017) Proceedings of the 2017 IEEE
International Conference on Intelligent
Technigues in Control, Optimization and

Signal Processing, INCOS 2017
ERETESE ERIAEEFGE

T FEEE Scopus hEHEEZR
LA

EE> FEF>

< IREREE=ES 1/1 ~THEH
=it mAIFE

*F Scopus == =PRSS
ft4.2 Scopus Switch to English ==Hh
HERE OE HAEZEEZFRT D =
Scopus TEE EEERPAE EE=FAND
Scopus API [MpocMOTp BEPCUM HA PYCCKOM A3bIKe
fEFASEIR
ELSEVIER &£=5%# 7 pEfi=gE 2 & _RELX™

ARUEAEERE: RIS © 2023 Elsevier B.V. 7, EiFT AR REIE. FEENT, S AHEIEEE. AlYlEFR

EA, WTFREARFERIAE, ERAREZEIFOEN,
HAWER cookie EEENREMHHISERINERSHESENETHAE. BRAFTERZER cookies 7,

@ (@



